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A SOCIAL LINKS CASE STUDY 


This case study has been put together by Social Links, 

a leading provider of OSINT software. The company’s 
solutions are widely used to facilitate European law 
enforcement officers in identifying suspects of sexual assault 
as well as mapping a range of potential victims associated 
with the subject. 


- SOCIAL LINKS 
CLIENT 


“| work in the national police 
unit. We have all sorts 

of different investigation teams. 
Our Internet investigation team 
acts as a support unit to those 
different groups.” 


BACKGROUND: 
A GLOBAL ISSUE 


Violence against women persists as a devastating and 
boundaryless threat, and one that is widespread in every 
society. janization,, 
one in every three three women - or 736 million - 
have been subjected to abuse on at least one occasion, 
while 25% of young women aged between 15 and 24 have 
experienced violent actions towards them. 


However, who experience 
sexual abuse seek help and appeal to police. Therefore, 
in the majority of cases, police officers are not even able to 
identify the victims, let alone the offenders. And in the case of 
many serial offenders, the police are only informed of a single 
incident while the rest remain unreported and unknown. 


every 107 seconds someone 

in the US is sexually assaulted. This amounts to an average 
of 291,000 cases each year, 68% of which are not reported to 
the police, and 98% of which result in the offenders never 
being convicted. 
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THE CHALLENGE 


This is what we have: the police receive a report of sexual 
assault including suspect details and situational background. 
However, as is frequently the case such investigations, 

the victim declines to reveal their identity. This makes 

the investigation much more difficult to conduct. 


From the report, the investigators are also aware that there 
is at least one other victim involved in the case who also 
needs to be identified in order to prosecute the offenders. 
These comprise several men who found the young women 
on a European dating site. 


In such a situation, the investigators recognise that public 
data may provide the information they need to identify both 
the criminals and the victims. However, since neither victims 
nor witnesses can be questioned to generate leads, OSINT 
techniques are adopted to move the case forward. 


THE SOCIAL LINKS SOLUTION 


To tackle this challenging case, the investigators employed 
SL Professional with a view to achieving three central goals: 
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TO ENRICH AND TO INVESTIGATE THE 
EXPLORE THE ONLINE RESOURCES 
INFORMATION 


through which the victims 
were found and approached 
in order to explore the aliases 
used by the offenders. This 
includes elaborating digital 
footprints of the suspects to 
establish their identities. 


around the victims including 
their social media accounts, 
web history, photos, social 
connections and geolocations. 
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TO DETERMINE 
WHETHER THERE 
ARE OTHER VICTIMS 
OR ACCOMPLICES 


in the case, and establish their 
identities. 


NOTE 

By using a single 
advanced OSINT 
solution instead of an 
array of lower-grade 
programs, investigators 
can derive much more 
information from social 
media and the Surface 
Web at large, and 
establish many more 
interconnections 
between the entities. 
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OSINT INVESTIGATION STAGES 


STEP 1: 
IDENTIFYING 
THE VICTIMS 


STEP 2: 
REFINING THE DATA 


STEP 3: 
INVESTIGATING 
THE SUSPECTS 


STEP 4: 
EXPANDING THE CASE 


So what information do we have on the victims? Just a single teleohone number 
— but that is enough to get started. Once this data has been inputted 

into SL Professional, the system quickly retrieves a full name, email addresses 
and a range of profile photos. 


At the flick of a switch, investigators can then apply advanced machine learning 
algorithms to expand on the initial data. The system returns a greater collection 
of subject photos from all over social media including their geotags. Through cross- 
checking data points, investigators can then map out the subject's location history. 
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E-mail (part) Existing Facebook Profile Last Name 
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National Registry 
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Geolocation (town) Photo 


Facebook Profile 


From the Skype alias provided by the victim, the investigator can elaborate a detailed 
digital footprint of the suspect. This establishes the gender, age, and all social media 
accounts connected to the subject. From this, a comprehensive profile can be 
generated, geographical movements can be traced, and all contacts identified. 


o> 
Skype Account 


a 
,, i. 


Alias Gender and age 


Instagram Account 


By establishing an entire network, investigators can then gain new insights 

and extend the remit of the investigation. This provides the chance to investigate 
other potential accomplices and determine whether there were any other victims 
related to the case. 
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RESULTS 


Voila! By harnessing the functionality of SL Professional, law 
enforcement specialists were able to conduct and 
successfully conclude a full OSINT investigation in a single 
stretch of work. The results achieved in this process include: 


The collection and organization of all 
available information on the victims. 


Retrieval of the suspects’ total contact 
details and personal information. 


¢« Generation of the suspects’ complete 
digital footprint and behavioral history 
including geolocations. 


¢ Subjects were identified in a matter 
of minutes from a single photo using 
machine learning. 


« The suspect's entire social network 
was accurately mapped out, extending 
the field of investigation to look for 
further possible criminal activities. 
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Sexual assault cases are often considered difficult to 
investigate due to a frequently significant lack of primary 
information to hand. Meanwhile, the statistics show the dire 
extent of the issue, with a great many women, especially 

of a young age, suffering sexual abuse of various forms. Thanks 
to modern OSINT tools, law enforcement officers now have 

the instruments required to effectively enrich and extract data 
from public sources to gain crucial insights and combat crime. 
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ABOUT SOCIAL LINKS 


Since the company’s foundation in 2015, Social Links has been With many clients from among the S&P 500 as well as 


empowering LEAs, governmental bodies, businesses, and organizations operating at the highest levels of state, we have 
commercial enterprises to harness OSINT in accomplishing established ourselves as a key company within the OSINT 

core objectives, saving vast resources, and making the modern industry and continue to develop products that operate 

digital world a safer place. at the forefront of a range of sectors including law enforcement, 


national security, cybersecurity, insurance, banking, due 
diligence, and more. 
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OUR PRODUCT LINE 


SL SL PRIVATE rh! SL 

PROFESSIONAL PLATFORM API 

An all-in-one OSINT tool for An enterprise-grade on-premise Get the full power of Social Links 
conducting in-depth investigations OSINT platform with customization data extraction and analysis 
across social media, blockchains, options, private data storage, and methods connected directly to your 
and the Dark Web our widest range of search methods in-house platform via our API. 

- Available for i2 and Maltego - Customizable functionality 

- Integrates into any infrastructure - Total privacy control 


- Technical and methodological support 
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